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PORTSWIGGER LAB 1 — Unprotected admin
functionality
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Uzl Lab: Unprotected admin functionality

Vertical privilege escalation
APPRENTICE a

S LAB Solved

Horizontal privilege escalation

Horizontal to vertical privilege
escalation This lab has an unprotected admin panel.

Insecure direct object Solve the lab by deleting the user carlos .
references (IDOR)
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PORTSWIGGER LAB 2 — Unprotected admin
functionality with unpredictable URL
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Whatis access control? Lab: Unprotected admin functionality with
Vertical privilege escalation u npl‘ed ictable U R L

Horizontal privilege escalation
APPRENTICE e
& LaB Solved

Horizontal to vertical privilege

escalation

Insoce direct object This lab has an unprotected admin panel. It's located at an unpredictable

references (IDOR)

location, but the location is disclosed somewhere in the application.
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PORTSWIGGER LAB 3 — User role controlled by request
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Congratulations, you solved the lab! Share your skilis! 9 [  Continue learning »

User deleted successfully!

Users

wiener - Delete
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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What is access control?

Vertical privilege escalation

Horizontal privilege escalation

Horizontal to vertical privilege

escalation

Insecure direct object
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Lab: User role controlled by request
parameter

APPRENTICE e
2 LAB Solved

This lab has an admin panel at /admin , which identifies administrators using a

forgeable cookie.
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PORTSWIGGER LAB 4 — User role can be modified in
user profile

(] User role can be modified in user profile - Chromium [-olx]

WebSecurity User role can be modified in user profile @B soived v
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Congratulations, you solved the lab! Share your skills! 9 Continue learming

User deleted successiully!

Users

wiener - Dele
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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M (TR e Lab: User role can be modified in user
Vertical privilege escalation pr ofi I e

APPRENTICE e

S LAB Solved

Horizontal privilege escalation

Horizontal to vertical privilege

escalation

Insecure direct object

references (IDOR)

This lab has an admin panel at /admin . It's only accessible to logged-in users

witha roleid of 2.
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PORTSWIGGER LAB 5 — User ID controlled by request
parameter

user ID controlled by request parameter - Chromium

Websecurity User ID controlled by request parameter B soved |
Academy | \

Congratulations, you solved the lab! Share your skills! yf Continue learning 5

My Account

Your username is: carlos
‘Your APl Key 15 42DupmmMOCPM4aDUZISY2pD7vIShliw

Update email
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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U SETE e Lab: User ID controlled by request
Vertical privilege escalation parameter

APPRENTICE e

A LAB Solved

Horizontal privilege escalation

Horizontal to vertical privilege

escalation

Insecure direct object

references (IDOR)

This lab has a horizontal privilege escalation vulnerability on the user account
page.
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PORTSWIGGER LAB 6 — User ID controlled by request
parameter, with unpredictable user IDs
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WebSecurity hl]sser 1D controlled by request parameter, with unpredictable user TAB] solved &

Academy <] .

Congratulations, you solved the lab! Shareyour skillst 9 [ Continue leaming »

ome | My account | Log out

My Account

Your username is: carlos
Your API Key is; JviPwwilCB7FrKPcuB1Np8KIKROFpFBe

Update email
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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LR Lab: User ID controlled by request
, with u i u
verical privicge escaiaton arameter, with unpredictable user IDs

Horizontal privilege escalation
APPRENTICE e
2 LAB Solved

Horizontal to vertical privilege

escalation

lpseceelisctiobieck This lab has a horizontal privilege escalation vulnerability on the user account
references (IDOR)

page, but identifies users with GUIDs.
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PORTSWIGGER LAB 7 — User ID controlled by request
parameter with data leakage in redirect

User ID controlled by request parameter with data leakage in redirect - Chromium

WebSecurity Eesdsl.lrlelg controlled by request parameter with data leakage in TRE] solved &
Academy <]

Congratulations, you solved the lab! Share your skills! 8 [ Continue leaming 5

ome | My account |

My Account

Your username is: wiener
Your emall is: abcd@ad.com
Your AP| Key is: Js261tAMbXwaz48nzYBkad2RneV4Luu
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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fihats access control? Lab: User ID controlled by request
vertical priviege escalation parameter with data leakage in redirect

Horizontal privilege escalation

APPRENTICE e
PA ] Solved

Horizontal to vertical privilege

escalation

Insecure direct object This lab contains an access control vulnerability where sensitive information is

references (IDOR)

leaked in the body of a redirect response.
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PORTSWIGGER LAB 8 — User ID controlled by request
parameter with password disclosure

User ID controlled by request parameter with password disclosure - Chromium
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Congratulations, you solved the lab! Share your skills! 9 [  Continue leaming 5

User deleted successiully!

Users

wiener - Dele
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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U SR s Lab: User ID controlled by request
vericsipriviege eseaiaton parameter with password disclosure

APPRENTICE e

25 LAB Solved

Horizontal privilege escalation

Horizontal to vertical privilege

escalation

Insecure direct object

references (IDOR)

This lab has user account page that contains the current user's existing

password, prefilled in a masked input.
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PORTSWIGGER LAB 9 — Insecure direct object
references

Insecure direct object references - Chromium
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Congratulations, you solved the lab! Share your skills! Continue leaming »

My Account

Your username is: carlos
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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’ 5 . . .
Whatis access control? Lab: Insecure direct object references
Vertical privilege escalation

e <)
Horizontal privilege escalation Solved
Horizontal to vertical privilege
escalation This lab stores user chat logs directly on the server's file system, and retrieves

them using static URLs.

Insecure direct object

references (IDOR) Solve the lab by finding the password for the user carlos , and logging into
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PORTSWIGGER LAB 10 — URL-based access control can
be circumvented

URL-based access control can be circumvented - Chromium

Web Security URL-based access control can be circumvented |.Al Solved &

Academy %] '

Congratulations, you solved the lab! Shareyour skillst & [  Continue leaming »

Home | Admin panel | My account
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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What s access control? Lab: URL-based access control can be
Vertical privilege escalation circumvented

Horizontal privilege escalation

(<)

Horizontal to vertical privilege
A=Y 5 LAB Solved

escalation

Insecure direct object

This website has an unauthenticated admin panel at /admin , but a front-end
references (IDOR)

system has been configured to block external access to that path. However, the
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PORTSWIGGER LAB 11 — Method-based access control
can be circumvented

(m] Method-based access control can be circumvented - Chromium

WEbSecurity Method-based access control can be circumvented
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Congratulations, you solved the lab! Shareyour skillst § [  Continue leaming »

carlos (ADMIN) MY Upgrade user
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Web Security Method-based access control can be circumvented ] — x
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Congratulations, you solved the lab! Shareyour skillst ¥ [}  Continue leaming 5

carlos (ADMIN) B[ upgrade user

| administrator (ADMIN) |
wiener (NORMAL) ‘

English (India)
English (India)

To switch input methods, press Windows key
+ space.
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= Method-based access control can be circumvented - Chromium =1

WebSecurity Method-based access control can be circumvented UAB solvea &
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Congratulations, you solved the lab! Shareyour skills! y [  Continue leaming »

Home | Admin panel | My account | Log out

My Account
Your username is: wiener

Update email
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Ui foammms el Lab: Method-based access control can be
Vertical privilege escalation c i rc umventEd

Horizontal privilege escalation

<]

Horizontal to vertical privilege
ke S LAB Solved

escalation

Insecure direct object
references (IDOR)

This lab implements access controls based partly on the HTTP method of

requests. You can familiarize yourself with the admin panel by logging in using
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PORTSWIGGER LAB 12— Multi-step process with no
access control on one step

(m] Multi-step process with no access control on one step - Chromium =13
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Congratulations, you solved the lab! Share your skills! 9 [  Continue leaming %

e | Admin panel | My account | Log ou

My Account
Your username is: wiener
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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What is access control? Lab: Multi-step process with no access
Vertical privilege escalation COI"ItI'O' on one Step

Horizontal privilege escalation

<)

Horizontal to vertical privilege
AOL=Y 5 LAB Solved

escalation

Insecure direct object

references (IDOR)

This lab has an admin panel with a flawed multi-step process for changing a

user's role. You can familiarize yourself with the admin panel by logging in using
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PORTSWIGGER LAB 13- Referer-based access control
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My Account
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now

E4 PortSwigger Log ot

Products | Solutions v | Research = Academy | Support v | =

Dashboard Learning paths Latest topics v All content v Hall of Fame Get started Get certified v

Web Security Academy > Access control > Lab

< Back to all topics

Ui forrm e Lab: Referer-based access control

Vertical privilege escalation

<)

Horizontal privilege escalation

& LAB Solved

Horizontal to vertical privilege
escalation This lab controls access to certain admin functionality based on the Referer
Insecure direct object header. You can familiarize yourself with the admin panel by logging in using the

references (IDOR) credentials administrator:admin .
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PS: Really happy to solve all labs this time, learned a lot more. Thankyou for this internship



